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T RzFR4AMH iR

Bl: —ERi# Android T2

app/ - MainActivity.java: EW =T, BHR
src/main/ 1]
AndroidManifest.xml .
java/.../ - WeatherClient.java: 5K HETKS,

LRI AR /RN - activity_main.xml: HFIz4,
WeatherClient. java ) ] B e
res/layout/activity_main.xml strings.xml / ic_sun.xml: R{EXF

res/values/strings.xml FMEHR.
res/drawable/ic_sun.xml Manifest: BSEEACOSAR,
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TiEHE [z M BRI

F1 Java SXff: ESBIRS EELLE

public class MainActivity
extends Activity {

@UV:rrj;dZ 4 onCrente(Bundle stasey (* ST MainActivity HRTTET
protected void onCreate(Bundle state -
super.onCreate(state) ; j\j’ onCreate %EED?E@UE°

setContentView(R.layout.activity_main) ; - BMEEE: NEAE, BAId I

Button query = IREH,
findViewById(R.id.query);
query.setOnClickListener( - FEMENR: BoREhl, |REEH
v -> onQuery()); 17 onQuery,
}
}

Kotlin: ZEEAHFRKIBES, ®RE Javailds, ENaX. SH.
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Tretsd RIFR4R 1

Bl: EEURTEH R RS

void onQuery() {
String city = cityInput.getText()

.toString() .trim(); 1. EEA: BTN F, KiEERE
if (city.isEmpty()) return; 18, SEEBEIERMO,
status.setText (R.string.loading) ; . . o s
client.fetch(city, 2. Eiiﬂﬁiﬁﬂi Er IE%EEETE s E@E%tﬁ
data -> runOnUiThread( BEK.

() —> showWeather(data)),
error —> runOnUiThread(
this: :showError));

3. EFSfE: MBELRE, ERRSE
KR
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Tretsd RIFR4R 1

EJ Java 454 : s

abstract class WeatherSource { . ml/_g\ TE%%K%‘EE?&?&@UT{Q $m%
’ abstract String query(String city); 5% PR T N IS ST
class CachedWeather o (B35 ERRYVMREE: WeatherSource
IATL L) LA o 97 query; CachedWeather 213
@0verride String query(String city) { B3,
return "26 C";
} s WEEDHNRIN: HMRHELET
¥ BITH, DMELREIRE BRI,
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Tretsd RIFR4R 1

F1.2 Java 4514 : F3&

class WeatherRequest {

private String - R RENSORIPRTE, B
public void setCity(String value) { SRS RS BN

if (value == null || EINEY/IIBT 254

value.trim() .isEmpty()) - KIBRERRORERR: city 9 private;
throw new IllegalArgumentException( setCity LT,
"empty city");

city = value; s WEEDHNRI: SBAFHEER
} R, private BREI(CEZISIE, Toik
public String city() { retura city; } BRME R SR

3
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Tietsd RIFR4R 1

F1.3 Java 451 48%

Clgss Baseciienttﬁ) . « BER: FEMRXEWEFERMAE,
tring endpoin = =
return "https://weather.example"; HAT RABETA,

b - KIBHERMAEEE: WeatherClient 7
} TE X endpoint, TAAFXEBE
class'WeatherCIient extends BaseClient { BaseClient,

st - HBRSHFOTIM: . B E

} TR R TR L, NIRRT
} o
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Tretsd RIFR4R 1

F1.4 Java §51%: 28

class RemoteWeather o ML= FETIRMAESCIN; R
extends WeatherSource { EE%;MH%W,EQﬁN%mE

@0verride String query(String city) { L
return "remote:" + city; ?;L{TH&ZL‘O

¥ - KB HERRIERE: useCache JREXS

' REE, [F— query BARARIEE!
NI=) Q:t
WeatherSource source = useCache AEER,
? new CachedWeather () . WREOWFIEN: B new. T/
: new RemoteWeather(); Eiﬁiﬁ??ﬁﬁi)\, B BT B
String text = source.query("Tianjin"); E*B_T
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Tietsd RIFR4R 1

F1.5 Java 1545: 5

Class<?> type = Class.forName(

7 ype - Clase on - R ETERREER. RTINS
o ’ oo E—E A ) I-I = ==
bt BEE, FEHTURREST,
-getDeclaredConstructor () - RIBRERNER: X2MHEREE
.newInstance(); FFRiE, invoke ZFHAT query,
Method query = type.getMethod( - . .
"query", String.class); ° ij#@ﬁ*ﬁ'ﬁ"]%ﬁmﬁ]: BiRARXAR
Object text = query.invoke( BETRR, EIRIRBIREIR. KN
plugin, "Tianjin"); MSEFRSEL,
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TiEHE Imaz=peRs IR

F2 %68 XNML: EXEHRE

« 24K E: Button RinAI R iR,

<Button
android:id="0+id/query" - id SR id #RBEH, =5
android:layout_width="match_parent" Z'_‘EEET’-'F ﬁ}fﬁ E'_EI‘ETJ s
android:layout_height="wrap_content"
android:text="@string/query" /> - B®R5|A: @string/query REEHE

X7,
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Iiz?’]L RzFR4AMH

Bl B &'f“ﬂ'if(zliﬁ’lﬁﬂm

<LinearLayout ...>
<EditText 1. WA BPE city PiEE, U5
android:id="@+id/city" ... /> MXEEE,
<Button . L
android:id="0+id/query" 2. REEW: query IRHEEITERMIT
android:text="@string/query" ... /> onQuery,
O s saeons 3. BEGR: staus BRME. R
android:id="@+id/status" ... /> B RRES
</LinearLayout> Bro
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Tistg Jdz:=t R

ZHR XML: SEPEERE

<resou?ces> ) ) o FRIE: strings.xml {REFTHEFE
<string name="app_name"> sobr
RSB R,
</string> « 5|AAI: XML A @string/query,
<string name="query"> Java A R.string.query,
RPNt NN . N
</string> - IEEER: HERRBFREREIE
</resources> EHXF,
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Tt RIFR4R 1

F4 Manifest: NWABADO

+ uses-permission: Fi5 App BE
<uses-permission android:name= {EFEIINR o

"android.permission.INTERNET" /> P =
<activity android:name=".Detail" aCtWIty. Fﬁﬁﬁﬁ)\u’ name }EI

SCN K
android:exported="true" EIESYES
android:permission="demo.weather .READ"> o intent-filter: FIERJIEWAGIERZE
<intent-filter> il

<action android:name="demo.VIEW" />

. « android:exported: ZHIHAHES
</intent-filter> S EAh App FI'ESZO

< tivity> . . . N
AR « android:permission: EEIEAA

AT AIANER

BEIZE  Mobile Security BT AR EM



T

Bl A&

IR EXRS App F&RFHIER
Android Studio “miE Java/XML, BLRME, 75 EHNA
Android SDK RS AP, WETHK adb HIRETH
Android Virtual Device (AVD) REEIIREBRE: RBHS . RREFEES
Android Emulator %88 AVD BEERoI—Aa 51T App IEMIRE
# o) 2 [&
Android Studio SDK Manager Device Manager Emulator
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Tt RIFR4R 1

i : ARIUZNI

1. JE&F: 7£ Device Manager Fi£ig &5 &

REE.

2. 1&1T: [EnpRIEE, EFEEIEN Run B
hRo

3. RS App: MNAIEEW™ . ZHA . B
Eulfhess.
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Tt RIFR4R 1

Ak B

1. F&: ARARERIN
5 USB i, EiEHE
R FRIAIZAN

2. 1517 & EN, TR
HE5h debug k7S,

3. K5 App: L&
Wi-Fi/f8ass . thE
EEe/ERME,

BTE BALEM
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T RZFA4A M

B3 fmi¥taE

WANS 0B ERNAS
Java RS R AK#i — 4mi¥. DEX %ik classes.dex ZFrRIHITH RS
BE - 4i%; Manifest » 83 WEENRR. BEREREE
MERB - T8, &R BTFi8&%EM APK, SiEF A%
#J AAB
TR TRIRER T8~

APK | Tf AAB

— —
.javellj .xm:j %%j DEXIT ﬁﬁj %ij
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T RZFA4A M

B4.1 133 Logcat

Logcat 2— T @ <fTLR, FIMERASUER, EENAMNBREER, MRIZE BTN
ﬁﬁﬁfﬁﬁ*ﬂ%’&;u #$_=EE’]EIL:\/ o

FREAUNBIAETEERNELELR, EEFERINFALREHT., Log.vO BEA
VERBOSE Q&%UEIL}\ LOg e() :J)\ ERROR ,&%U EIL,\O

perep——
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T RZFA4A M

B4.2 ik : K=

1. IREMR: REET

?HE’] hi=,
androidx.compose.runtime.Composerl

Impl@f94fo11 ; 2 - Debu g t?i : ﬁ EF' %ﬁ
g REHE Variables 5
| TR,

3. BEH1T: Step Over
& ~—17, Step Into
HANRE.

iple.application. Person!
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Tt RIFR4R 1

B4.3 il : HEED

1. EIB(ES: 7£ Profiler
IS HZF DT ES,

2. ZHIIEFE: FIRICE,
AT IRIERE
1F,

3. XMHE: ERFESE
FENNRIRE,

BEIZE  Mobile Security BTE BALEM



T RZFA4A M

B5.1 &fi: APK

weather . apk - 15: classes.dex BERIFEHN
AndroidManifest.xml Java/Kotlin Kz x#H{<a3 .,
classes.dex 2R3 = N
PEEETEEER . E5EEE - REMBER: res 5RFEXRFEEFEFREM
res/ £ FRBENREL.
assets/ (optional) . AERE: assets RIZEAYHE; lib

lib/arm64-v8a/  (optional)

RIRE RN E so.
APK XA ZIP F33; BEUEXH, ERBSFRRETELZIIITAREN,
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T RZFA4A M

B5.2 &f: AAB

WITES: 2018 & 5 A#fH, 2021 & 8 At Google Play KM FAXRA; EERES
PDERFABAR, B/NTHAERHENZ APK &7,

EWmRE: AAB - 9 &FA /bundletool — i5&ERCAI APK £8 - %t
EE: AAB AETHREEHIBELRRERNIZSE; Google Play FBE4 BSEFR3I(FHY APK,

APK Android App Bundle (AAB)
RPIRTBLR RGDKFR, A4 bundletool 4hIE
BARRZEEENRBSRIR RIRRARRERD . BRRITTEIE
AIERIRIIEIS—HIF D B D A AIARERC IR @M. TESF KM APK

BEIZE  Mobile Security BT AR EM




T

B999 & B

BEFFE—T App.
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T RZFA4A M

TiEWENG

TESNER

X R R E

RERHEEERITHA
Bitagen, MEBHRERER
RRBRIFRIRMT T T2

RARN THERS

/3 id. Java [R5 BiRAGE

4% Manifest 5 B{AR5CI]

MRR &M, Logcat BES MmNz
APK/AAB. #fii. MERESHESE

Mobile Security
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TretiE RIFA4Af

R1 Application: #iE#IIE1L

Application (REZFN AR AHNR, FIUINEEF mIKEIE S,

g BSR4

Manifest B9 application B]3E1d android:name 57 B & X Application 3£,
Application.onCreate() RIFRFTELENRN: RENITEZRIRFME.
Activity / Fragment SIiERE, HERSLESITFHATMKRE,

WEIBMEAD, FBTRIAFPTATTENEZMITE SDK K.
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TretiE RIFA4Af

R2 Android_llfljtéﬂﬁ:

A EENAE BEWfIF

Activity (GEZN) EAHAPREANO BE KRR

Service (AR%3) REFTFRERIARSINEE B RBEBARS
BroadcastReceiver MRS E HBEH M 78 BB EIE S

(T HBEER)

ContentProvider BEAEEOREHIE & URIZEUR D ZRI S
(NBRMHEE)

BINBR T, OXRABHAER—HEESIT: AURBERNREHZRLE,
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TretiE RIFA4Af

R2.1 Activit; : BPREAO

BT AREO, WARFEE, BRAEENESIRS,

Blan, — RN AR EER SFRIIRM Activity, BIVEER Activity, IAKRYREE
TAZERE Activity 5,

AR ZENANE— Activity Z3Z7E AndroidManifest.xml j& {4 RR,
ELE/PHNAR: BEFNREAOSR, MEHEANRBHARITRDW.
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TretiE RIFA4Af

R2.1 Activity & a5 [E1HA

Bl i . BAFRRKES _ BEARBRS
onCreate onStart onResume
Ex#® _ Bl AL _ % &
onDestroy onStop onPause

(1) EsheliE: #inft, BREMERE. VRLHES, WRBPARRL;
(2) 7EshFHR: EAR, (BRIEER;
(3) J&EENIETT: #HA Resumed A, FIMS5HIARE;
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AR BRI L EHALERKER activity?
- onPause()
- onVisible()

- onStart()
- onDestroy()
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- onPause()
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- onStart()
- onDestroy()




TretiE RIFA4Af

Bl: FTHEEERE

BRE: BWEEO; FUFK Activity A 1775 FTEZER Activity B; IR[EIRYZR B,

FAFshiE ERBZPrENEIRF

AITFH B A.onPause — B.onCreate — B.onStart
— B.onResume — A.onStop

255k B, IR[@ A B.onPause — A.onRestart —» A.onStart

— A.onResume — B.onStop — B.onDestroy

A JR[EIISH/X onResume; EAFIZHET, FTFEH/X onCreate,
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I* RIFA4Af

R2.2 Service: BRESIHEE

% AERNENTEANFTERF RERXENRS.
fFlan, ERESR (IaRSS), TEXH (Falks) F.

Intent task = new Intent( - BohIHEE: Activity FHHE AR EIARSS
this, SyncService.class); BiERS Bl #4517, Activity HEAR

startService(task); A = e (L

bindService(task, SBELEE.
connection, - BEINEE: BB ERIBLRSEO,
Context.BIND_AUTO_CREATE) ; S5REXE, hoiEHi2EEeE (IPC).
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TretiE RIFA4Af IR

R2.2 Service: [REl5ZE20

EARH: ITHREEM. AFESESBEFAL, Android 8 2EFEIRBZIR;
Android 12 &5 8 BRI a kB th=Z R,

EREDITHPHER: MR—DS LM Service SEHMMHEHIRS, F N PIEE
BRENRSS, HEERMENAEERO, BURTRRBENINGE, NARTMUERT
ARRINEVITH, RENEURME RS HRAZ A BRI FB RIS R o
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TretiE RIFA4Af

R2.3 BroadcastReceiver: H{& 5O

HRZT: BTN #E S

e Bign, WREEHEEME. REXASE (REY
cOverride B), WEEEEN (MAKE) %.
ublic void onReceive(
" coutext o, Tntent 1) { TEFEAGE: RABHNNIT. RENE
if (Intent.ACTION_BATTERY_LOW ;Ex}%iﬂj 1“'\ /:EE—_H]-E%%,
.equals(i.getAction())) {
Log.i("Battery", "Low"); ERSDWPIIER: KRMEN, MRLE
- R, BEMBETNRE, 288, 3
} BRI, BRENAERY, ER

HIBBRSWE. IEHE . BAURE,

Mobile Security BTE BALEM
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TretiE RIFA4Af

R2.4 ContentProvider: Z3EifI0IAO

public class NotesProvider R BTHEENREERSZ, mRTHE
extends ContentProvider { NEEARMIEEROFEEAET,
@0verride
public Cursor query(Uri uri, WIJZZ[I, i URI éﬁ_ﬁﬁ$ﬁiﬂf§5§iﬁl\ﬂ§ﬂ&,
Stringl] cols, String filter,  SEHUEMTEW EA. BH. MIRZIRME,

String[] args, String order) {

MatrixCursor ¢ = new MatrixCursor( Eg{iﬁﬁiﬁ% B%ﬁg&?@@ﬁgéﬁﬂ'—'ﬁ\ -D‘jf:TJ%éﬁ

- T
; return ¢; ELZLPTPMER: ContentProvider &L
/) EREEE ARE“FIIENEIERE", £=CEBE N
¥ M wREE M RERD .
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I* RIFA4Af

f5: ContentProvider &1 ittt 5E ﬂ\ﬁﬁdfF

155 Provider W7NSH, FRZMEEANPERLG; RARITEHE files/shared HEY 4,

1. @A EBEA% URI 49 name i%

File root = getContext().getFilesDir(); ¥ . /private. txt,
J../private.tx

File shared = new File(root, "shared");

String name = 2. W5 PHESRIED
uri.getQueryParameter ("name") ; files/private.txt, #%d shared
File target = new File(shared, name); Sk

return ParcelFileDescriptor.open(

target, MODE_READ_ONLY) ; 3. IFR: Provider LAB B RITHX
%, @IERAIREREGA,

Zfpyahe: BRENERNER; RAFIIXEIRIRREIIRR, HRXIPILEH/ENESLE
REANERZEZEA,
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TretiE RIFA4Af IR

R3 Fragment: A€ AR HEFER

Fragment @B REFEIERN—E2, H Activity 3t Fragment & #.

Fl: BEER FiR: FAHEETR
REIFB bk T 5l & REFIE
RiE 26°C R/ =R RiE 26°C

X5l: Activity RMITHREAY, M Fragment 2KKIF Activity A9RE R UI
RIR,
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TretiE RIFA4Af iR REHM

R4 EventBus: #HIEZANEHLAHSITH

EventBus E— 1 &% / 1THINSZM4 2%, ERHMENMITHAERN, AIUSSIMDHAA
RIAHZ B HTHEBE, INERE—#EREREEERMSG.

EmE R EventBus MRS
post(event) | REHREDIR | @Subscribe 5%

EMSEE: RERSEE register / unregister; @B A B, TTEETESTM,
BEIEE: 5 Android AFEXBHER RS #&; At 1%
(LocalBroadcastManager) XTENB#HIEAD &, EFE.

EventBus ~"HEEIEE Context, AERE, FHERE, AFRRE, BE5RARERIWN
EIHIEE(S, a0 SDK RERHISSH@EN,
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TretiE RIFA4Af

N FR4R{H/)\eE

MRS ZEHRNEEETA

R1 Application HEEBMIHEMNT T4, MERBSIERMT?
R2 PO ALE AOBERE, EHEERHRT, EENHE?

R3 Fragment Activity NEBRISEFR T ENZFE7E M ?

R4 EventBus EHmERT. HITHE, RERMATHARE?
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TretiE RZFA4A M BEREE

C1Intent: EfZEMER

Intent 2—FiEBE2N R, BATEEMRAAHBRIRE,
% REERH S A

- 350 Activity: J§ Intent {548 startActivity(), FTFREIIEFHIINEEE
(extra) , 50, MFIRFNIEIBT,

- BEIRSS: @Y startService() IEXRIRSBMITIIE, thel@T
bindService() IEI[ERE, I, MIEMERS ZIEBRIEK .

« fB3Al#5: B sendBroadcast() 3§ sendOrderedBroadcast() &K,
HANE R Receiver 208, #la0, BAEUIEEEH.
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https://developer.android.google.cn/reference/android/content/Intent?hl=zh-cn
https://developer.android.google.cn/guide/components/fundamentals?hl=zh-cn#Components

RIRAL BiERE

C1.1 2= Intent 523 Intent

£ Intent: BIIEETER R0 Intent: AIEEHFERMY, M=FH
ComponentName RIEEM TR AMAIMTEHAE BHRATAORHIRIE, MmrFREBNAENA
1§ B 1% intent, H4b3E1% intent,
// Target component // Action and data
Intent intent = new Intent( Uri page = Uri.parse(
this, DetailActivity.class); "https://example.org");
// Data for the target Intent intent = new Intent(
intent.putExtra("city", "Tianjin"); Intent.ACTION_VIEW, page);
startActivity(intent) ; startActivity(intent) ;
$87E DetailActivity, EANBTR, FHARSTICEC o] MR TTAY Activity .
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I FREMH BiERE

C1.2 IZ,%"Y Intent IR S ;5)'

met | | e 1. Activity A B Intent HIRFTBHERIE,
. \\ ’ Y BZX
startActivity() Y I/ onCreate() 1”% startAct1v1ty() j: -Lﬁ;k
i v v 2. Android AR EK51Z Intent [LELHY
Activity A Activity B intent-filter,

‘ ~ : 3. ¥ ZIB+F Activity B /5, JARE
| | . onCreate(), HMEEEE Intent,
R ABREHNNARESTE, ESWEEEIServicelHER I intent, HEAREREIRSERR intent 3T

HEER, [EARL intent BHIRSEFEEZERE, BNETEHEMLERS IS intent, BRF A& EIHLE
BREERB51. M Android 5.0 (API Z&%l 21) J:Filé:‘, WR{FAFR intent A AbindService(), ZRHSMHFE .,
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https://developer.android.google.cn/guide/components/intents-filters?hl=zh-cn
https://developer.android.google.cn/reference/android/app/Service?hl=zh-cn
https://developer.android.google.cn/reference/android/content/Context?hl=zh-cn#bindService(android.content.Intent,%20android.content.ServiceConnection,%20int)

C1.

TretiE I FREMH

3 133 Intent

=) EMA {5+
AHZFR EEERKAYE, ERERIEK, DetailActivity: FJFH¥IEHRME.
BRIE R R ERITHADE. ACTION_VIEW: BEWNS,
iR URI RRAMENR; MIME R-##EX EFR URI X image/png,
ﬂo
e HFIERAAE N EENEFNER, CATEGORY_ BROWSABLE: FiFHINIE
#3EA .,
M ANEE B EXNERWSSE, putExtra("city", " XKiE"),
Lot HIRARNAZ A, FLAG_ACTIVITY_NEW_TASK: &M

Activity FIESSVARE.

PRV Intent RO IESRCECEEZNERIF. BIESXA; Extra BT1ES, 12 5TIE&HET

fc.
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TretiE RZFA4A M BEREE

#l: B2z Intent 5

RiE7: SHERERIVERA L

Intent i = new Intent(

"com.example.OPEN_DETAIL"); KB R ERIVERE
Lputhiral vewonty sessionfoken); I RESARKEREBRIEHE,
startActivity(i);
_ ) i 2. BB Activity JTMEIBZNES
TR ERRIESHE DEFAULT %3, $5tE,
Intent received = getIntent(); 3. BEMBAMRET, BIRIRETRE.

String token = received
.getStringExtra("token") ;

BEIZE  Mobile Security BT AR EM




TretiE RZFA4A M BEREE

C2.1 [ #Ba9EH

RSIEM (BERiERR) shiSiEM (ETFSGEM)

<receiver // onStart() HiEA
android:name=".UpdateReceiver" receiver = new UpdateReceiver();
android:exported="false"> IntentFilter filter = new IntentFilter(
<intent-filter> "com.example.UPDATE") ;
<action ContextCompat .registerReceiver(
android:name= this, receiver, filter,
"com.example.UPDATE" /> ContextCompat.RECEIVER_NOT_EXPORTED) ;
</intent-filter> // onStop() HHEFRIEM
</receiver> unregisterReceiver(receiver) ;

AERIEFTREICIEES:, HERMEN, 7 AESUEMEERK & ~EEEN, 7
EANFRIRIZAO, FRIEA
Android 8 #£ (B#r API26 &I L), KEDRAT BABALITERTM.

perep——
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TretiE I FREMH

C2.2 [ BRI AI%

e & (BRI %) B &

sendBroadcast (intent) ; sendOrderedBroadcast (
intent, permission);

> RIRER A
RIS > 11838 B £S5 > A > B > C |
> 1288 C

ZRBERMIIE, FAMRIE; MEEE RS E TR, AIEBER; EAFHLE
LR, NeERIEEERE, Y, FIRHLE /R4 asstiE,
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TiemsE N FR4AH H}E Yk

Bl k5% BEF RS SAIXE

T BEERAETHERE Intent, #2E/FMEVIERKEZRIRE, EEBTHERHIDKT,
FBx &% APl BE7f Android 5.0 (APl 21) EH.

// |BRRER

Intent state = new Intent( 1. IRE: EEFBSIESHE N extra; &
"com.example.SESSION") ; S o560 7 452
state.putExtra("token", "demo-token"); LEE‘ZE’ /ﬁ'mﬂ}—'l-ﬁbmriéﬁqqc’
sendStickyBroadcast (state) ; 2. MEE: ERICECZ HERINA, thATgE
B,
/! NEBEBEAEEFEER i
Intentliached ; regl;t;rRec(:eiver( 3. %E& l_:\lu ,“‘}Eﬁ__]'ﬁﬁ @EEE/] Intent EE
null, new IntentFilter -
"com.example.SESSIDN")); éﬁﬁqﬂﬁ’] eXtra, V}RI‘IQTU_ @“j\JL/Ij(/L.\

ERRIEN: FRIEMMI BRATHA, BYSREOTHHINAS; E#HZIRSEIE Flow 3§
LiveData 1%3i%.
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I* RzFR4AMH BEREE

C3.1 ContentProvider E’JEZIKIVETJ'T

= . ContentResolver ContentProvider WIE E
Ll H EF‘JWE@&D ]" Rtk maz@mﬁzz F / Xt

HIFZER: Cursor

BP0 APl RS ER 1. AR URI. FERMHERME,
query () &if); 3R[E Cursor 2. RLEAIL Provider, HEMNE TR
insert () @ REFTICE URI ERETZHE,

update() B RERNHTH 3. WABM Cursor BTEBEWLER,
delete )  MBR; REIFRNTITEL e

NEE2oHRMm: SHRAXAKE Provider L0B757E, HIABIBMIZENE SEKE.
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C3.2 A& URI

content://user_dictionary/words/4
hiX: content IRMEAHRIR: user dictionary #UERKIF: /words/4

Uri tableUri = Uri.parse(

"content://user_dictionary/words"); 1. WEIRFFH: user_dif:tionary BEFH
Uri rowUri = ContentUris.withAppendedId( Provider, words {8 RIFESR.
A EZbleUri, i ContentResoler() X 2. EHR—FICK: EMUREM /4, $EE D
ry (Cursor c = getContentResolver().query ¥ 4 B9iES. ID 2IERHES.
rowUri, new String[]{"word"},
null, null, null)) { 3. BB EIE: query) RE word Fl;
if (¢ != null && c.moveToFirst()) { getString(0) EHIX—FIRIEIT,
String word = c.getString(0); o ik N N N
L & & BANE: AEINRREREEN, B
} ICRABIFRIFEIZEE word H,

HREEHMEIFM: HEICRK ID 5, REFAEESHEAEFMEICE.
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C3.3 Provider B9 PRIzl

& Provider 12#IiEE Ri%E URI IEETZY

<provider Intent result = new Intent();
android:name=".NotesProvider" result.setData(selectedUri);
android:authorities="demo.notes" result.addFlags(
android:exported="true" FLAG_GRANT_READ_URI_PERMISSION) ;
android:readPermission="demo.READ" setResult (RESULT_OK, result);
android:writePermission="demo.WRITE" finish();

/> S N 7 S,

N o IR[ELEEMIEEI URI, {NIRFIEENEE
° 73 |_“'L \ > \I:I ?: P

i}_{ported ;I%J ﬁiﬁéﬁjﬁﬁﬂﬂ —.], —J'IIIEIE'U.IJ . S‘Eﬁiﬁﬁﬁﬁﬂﬁ grantUriPermissions EE
SZAXPRFRH

- grant-uri-permission,
* readPermission 5§ writePermission %3 o IISETS = 5 Provi
SRS A2 [mAS AN W P FB TR S LH AT Provider,
* AR A FEBE uses-permission, IRINPRLR
BIERIFRN
MNRESHEITM: HLEIHERETHE). EIREMLELE, URRREARRK,
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PR RN

- C1: Intent 89414, E3X Intent 5F2ZL Intent;
- C2: [ B EMmSERIG
- C3: Provider I TEA XS MNRIEHI,
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R1NDK: {EF C / C++ Fi& Android I

NDK (Native Development Kit) 23#F Android A AT EE, " C /
C++ REBIRIFNAHIE,

c FERER: EFABER C / C++ F, FineEN. BELEFITESRIEEEK,
« BRZ¥% : Java / Kotlin ARFRES WSS ; At ESTHIZEINGRE: JNI EEHNER.

C/ C++BEE — NDK#EF5HE — HEHMEAB ABI#.s0

an: 1840 App £ Java BN %5, #iT JNIERA C++ BIGNERE, BETVMIELER,
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R1 JNI: BSiESEANESHLH

JNI (Java Native Interface) MEZEERBS A BWENEAR. E2HIRE

=R,

Java / Kotlin PN JNI PN C / C++ R
1= 1T F ART RERES BIERE il F 7 ith &

1. INELEE: System.loadLibrary("sample") A% libsample.so,
2. WEFHE: & native FEAXEKEI C / C++ R, FIHRBMENIEA

ReglsterNatlves R
3. RJEWE: B NI KEMUZOEESH. HENER, BRERREERT.
MNEEDFM: 1BF) native 7EREHRE#H N s0; INI AEREITNRIEES.
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f5]: Java FﬂHHZIKiH_’JJILSETiﬁE

package edu.course;

class NativeMath {
static { System.loadLibrary("sample"); }
static native int add(int a, int b);

IF

// At another call site:

// int result = NativeMath.add(2, 3);

Java IEBRGAS ER, AL uRAEMRITE.
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f5l: JINI (225 45 RIR[E

extern "C" JNIEXPORT jint JNICALL
Java_edu_course_NativeMath_add(
JNIEnv* env, jclass type, jint a, jint b) {
return a + b;

Iy
INI' (Java Asithiz[1) &% Java SAHSEIHL,

Java 2. 3> JNIEBIME > Nativeit® > JavaZER5

Java IFAK’EAN 2 1 3,
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f5l: JINI (225 45 RIR[E

extern "C" JNIEXPORT jint JNICALL
Java_edu_course_NativeMath_add(
JNIEnv* env, jclass type, jint a, jint b) {
return a + b;

Iy
INI' (Java Asithiz[1) &% Java SAHSEIHL,

Java 2. 3> JNIEBIME > Nativeit® > JavaZER5

IND S EERRIN AT A,

\)
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f5l: JINI (225 45 RIR[E

extern "C" JNIEXPORT jint JNICALL
Java_edu_course_NativeMath_add(
JNIEnv* env, jclass type, jint a, jint b) {
return a + b;

Iy
INI' (Java Asithiz[1) &% Java SAHSEIHL,

Java 2. 3> JNIEBIME > Nativeit® > JavaZER5

At ESE 5, FERiR[E Java AR,
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%l: JNI At EPHIAEFLZERTE

Luca Di Bartolomeo Z | USENIX Security 2025
Hercules Droidot and the murder on the JNI Express

- BARMA: BLY App BT INIER C/C++ mERIAME, IBXIGEIXLRETL
BHEN, 2EcREREASHER,

- BAEE: TH POIROT %M App UR3H# L ERVEMR AT, BRXEREA,
REEBHBA, FHR5ILHBERIER.

o BRIt THARNMIET 3,967 MEARMER App; MBRRERFIHE 200 1N,
I\ 25 PNERFE, PR 16 DARME, B—1EHR S App AR, HREERTEEZINZ
1 App.
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TretiE I FREMH

R2 SDK: ERE=AINEES IRSS

SDK (Software Development Kit, ZX&F A TEE) BFiEO. XTI, XE5R
BILEEFR, HEBHN BIEN—ININEESRSS .

c FERR: TTE. WE IYFRFELNXUSHFEEF: f—RORDESER
RIBNESR,

« IRMAE: Android I8E SDK B AAR FERY, AJEE{E. &HIR. Manifest &
BRS AHRE,

- EAAN: NARE SDK. ARAHE API, H@EdRO{ESEEREGAIEER,
Blan: iR App BRI & SDK BiR &, B SDKAEER. EMERSSHEA.
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R2.1 SDK: MIEAZIHIT

8 API
' SDK SC I 2 AR 5
W AL HE
P 55 53 RE/UHE /A% T EDREREE
%R / B

1. ZEASERE: KENRRSS5WE; EN Manifest EIRZEMNSHEIRENA,
2. YA RENARIR, BITSHERENE; &9 SDK tha@d At Bnitlialt.,
3. RS R WSHEEM API, SDK HATINEESEXRARSS, BIRIFREER.

MNEEDFEM: Z5HE App 118K SDK BEEREEHAELERENES; FE—HQ
BEHEENITA.
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Tzt RIFR4R 1 BB

l: Zif App A AdMob [ & SDK

REZHI
SERE 1. NRERI &0 ZTIIRESH
E BB FF R )RR & SDK 121#tHY Adview,
RS 2. SDK i3RI &: E-j_r“ ERBIZRIE
K, BREMHAERE SUFP,
AdView 3. RIGBREXRE: BYRITssiRE
MR~ THIENS |—— SDK2#AY meE. BrngatEEsy.,
mE
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Bl: ERARTER S

giiR: EBCE AdMob N ID, SERRFIERIERES SDK #1iat: U TFRIBETXLER

AdView adView = new AdView(this); . . N N---t
adView.setAdUnitId( 1. ﬁu@f—ﬁﬁa% @_UE AdV:Le_W’ -LXEE
"ca-app-pub-3940256099942544/" FMtr &85 ID ftEER .

+ "9214589741"); N
adView.setAdSize (bannerSize) ; 2. E‘:)\ﬁﬁ }Er“%*ﬂ;ﬂ%bn?ﬂﬁi@qﬂ
container.addView(adView) ; E’\] container,

AdRequest request =

new AdRequest.Builder().build(); 3. RigiEXK: Mz AdRequest, I

adView.loadAd(request) ; loadAd(); ZEERH SDK E-}-ﬁ%}io
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#l: 88=7 SDK RIS #&imiRfFERER

Zikan Dong % | USENIX Security 2024
Exploring Covert Third-party Identifiers through External Storage in the Android New Era

Eﬁﬁﬁ'/A BL SDK SIEIRFNIREN—BRSFHHRZEXH., 7E App B89 SDK
HEIERERS, MAEIAHENETER—8_IRE L.
« BAKE: MREBNRIE App, IERENNEES THLEXH, BREXXHERASHNRHB,
HHEM SDK ER1E. EEUXLRS,
o RMf4: 7£ 8,000 1 App #H#ARHIRFIL 17 MEXKIRER SDK, 1830 &R TR
SEHER . HEMERIEEREH App BUE ML,

-

. |
= R ERRIRGS ,“‘ App B 1t SDK

Mobile Security E: BT AR EM
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Tretg Nz H pA=piS Ul

R3.1 WebView: #&A\ Ehuﬁzlﬁi

WebView 22— Z/RMTTHY Android #1E, AT#xA Activity Ta/5. 120, 7 App AE
MMEAEE. BPhNESEEITIH.

f/E XML: HMTIS B R RXE Activity: EXSHREIF ISR
<WebView WebView web =
android:id="@+id/help_web" findViewById(R.id.help_web);
android:layout_width="match_parent" web.loadUrl(
android:layout_height="match_parent" "https://www.example.com/help") ;
/>

- OBXMEIZ: Manifest B8 android.permission.INTERNET,
- STEERS: WebView AREMWTT; itz SR BN ARERME.
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R3.2 WebView: 7£ WebView F{£F JavaScript

[2F JavaScript 1% JavaScript {3

=z . .
JavaScript BAIMER, B getSettings() 4873 Android {5

EXf§ WebSettings, HBERARIAHIT, VR addJavascriptInterface(), fEA
Java MR MM TMERNEOR,
WebView web =
findViewById(R.id.help_web); web.addJavascriptInterface(
WebSettings settings = web.getSettings(); new PageBridge(), "Android");

settings. setJavaScriptEnabled(true) ;
f51: MITIEIE Android.showToast('Hello')
FAIEHZ: TUE{ER JavaScript MBS BANSRIAGE, BR Android IRTGHE.,
. ERTDRAS. HRTBRISEEY public, FAI

@JavascriptInterface JEf#,
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R3.2 WebView: {FEZ%£

E4&: {FH addJavascriptInterface A1t JavaScript IZ2HI&#Y Android N, JARIXE]
BEREH, BthrgEsiEMERINEZRmA,

AR WebView R HTML A~8{F (640, #R9sEE8 HTML AZRANA REEZIR ),
MK EHEZTUBSHTEFPIHAEN HTML, HHAsE8 S HEEFNEENKRE,

EE, FRIFERS 7 £ WebView FEZREIFRAE HTML # JavaScript, HZNERE(ER
addJavascriptInterface(), EZILAFEER WebView FSAZEIAE TEE 2N
T, MEILAFNERIANR RN BT IR sHE, FABRT, BFPHNMEBNRRISITH
PR ML HEE, FELESFEESHTHRETAIEMITTSMAER,
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R3.3 JSBridge: EAMZ5ERIZS

JSBridge (JavaScript #7%) & WebView MT15 8 Android {53 Z [B]AY@BEHLH :
TR AR, NARTHARNINGE, FHRATEIREILER.

« BAFERE: MITMANRRANIEE. 2ZERIEIRARE, ERBELN
n

~o

- ERANAZESEIE: WITEK Java / Kotlin {CIB5eRITE, SUIEENN A R TR
HIECE.

« ABERESWSRE: NAEESTHN. BRRSEAFERBNNIT, MITERZ
Mo
Bl MTIAERE
MTTRIE scan 1HK — MARESIRATTFABAE — KBRBEREREMIT,
FHRAERE: RIFRR. SEERN. ER /#HR, URBERMREIE AN,
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R3.3 JSBridge: EHR#O SR@HB_L

#0 FEAR BERENE
addJavascriptInterface() WTTER Java %A BEIED iframe AIERREN
7 75, BMARRNRINEE,
evaluateJavascript() 2 04T DI E B A HEAEEUERN, AIgElEAHHR
ITREREMA,
WebViewCompat . BRMTUEEHEE FRMNE R, BEREBAIA
addWebMessageListener () EHE. ERRME,
postWebMessage () MIEAES. BB BikREiEORNAE, AIgE
WebMessagePort E BHRIIRICERIE K,

- LETIEAERERO: FrMSIE. iframe SUIAENFIRER R N ATHEE; BREFR, B
RERES,

s BOBMNSHIEMEE: KRIUERE. SHESWSR, REROHYE; KRANERER
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R4 Jetpack Compose

Jetpack Compose 2 Android fJR2[FAEREMNTRE: A Kotlin REFEAFTE, X
STEHNBENEFREXAS.

1. ¥IAFRE: eComposable FRICFREREL

Q@C bl
fun Comter() { Button WIXE Text.
val count = remember { 2. RTFIRE: remember REBITEURTS, #%A
mutableIntState0f (0) &% 0.
}
Button(onClick = { count.intValue++ }) { . REEEH: sEibitEun 1, Compose
Text ("Clicked: ${count.intValuel}") E%ﬁl‘f‘ﬁﬁ?&ﬁﬁ RIS T Y,
}
} REWE: BHERRTAE XBEREL

méﬁ ':Jﬁ% XML,
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R5 AppFunction

AppFunctions it App {E“BI22E1C” FIhEEF RN R ARRREL, HIRSINAIRN A Al
BhFRIHMIT (Android 16),

cta == ’-\b: e N B 1A \’\ %%u N ~+
— Is‘;encﬁlfn 1. ;EHIHEB App HIARBHAIE. SHMNIRELSE

Retrieve function 1 Exegute the 2 . ﬁia_ﬁ Eim : IEHEEE I\—Zl %&iﬁ: HH ’ E géﬁﬁiﬂ ; 3—7(.:
TRy A RIXBER A E WA AIIEE.

AppFunctionManager in

Android Platform 3. EREHIT: BIFRIBAFPEKRZIFRI. EAS
—»{ Function 1| [ Greate note | e— #, BBr App W7,

_—— BIN: BEvOlE—RMNER, BETERER
App foBlR
L | [ ] e mmmmRR. SHRLSES.

the system
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RzFR4AMH

HEREMS &é"*ﬁﬁ’]?&%

Tzt
AR
TR M. Eid
5%KE.
T2 ENER
EASEIS IR, %
RETY).,
HEXRREED
AN OARBRERK S EXHEAR
A,
2 S HIRE S HAN
38
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Rz FA4a M

FHR S
A, AR5 RE
S

ZEDTENIER
EMAOFMENE, S
AR 14

BREZL2E

Service #4X. Provider
RIZEH,

REVARE, RINEST
Bz,

BRI
RS
Intent, T #&5 URI %
'

ZED T ENIER
EBIRRKESHIERE
SEE.

HXZEED
Fazt Intent StHEE. #h14
[TEHERER,

FREIZU T,

BTE BALEM

=R
SRR AL &,

RE
FHR =
JNI. SDK 5 WebView;
Compose 5K %,

RESHENIER
BIREBIESEA. WIT
FrzSREAO,
BXRREE

RH#iEE UAF. SDK iR
IR, MTTEAUER .
REAFSIMRE: R
HIR DTSR O
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